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1. file sharing : what s it?

2.  illegal : when and why

3.  actions : what is done fo prevent illegal sharing?
4.  culture : fundamentally opposed to file sharing?

Conclusion : what’s next?



| - File sharing :
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P2P concept: beginnings of computing
1999: Napster

2002: eMule

2002: BitTorrent

2004: ANis...

1 1 1 1 1
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~ Any kind of digital file can be shared

— MUSIC, movies...

— software, video games...

— e-hooks...
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File sharing

If you download, you upload foo

f
L
~ No “super-source” : most of the files available on the
network are shared by individuals

~ Anyone can share his files

' His files? Actually, files one has access to...
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How can it be illegal?

 Files one has access to aren’t necessarily one's own!

— Ever asked a friend for some [insert any kind of file that
may have a copyright]?

— Ever asked a friend for anything digital?
— You're most probably in full illegality!

* What does it mean fo own something that is inexhaustible?
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Intellectual property

~ Copyright : “I've created this, you must pay to use/listen fo/
watch it”

* You own the rights for a file if you've bought them from the
one who owns the copyright for it
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'~ P2P software is just a tool

— Allows for data transfer without any central server: P2P!

— You may fransmit whatever you want
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So, P2P = illegal?

'~ Examples of fully legal uses of P2P:

— Free (as in open-source) software:
Linux distributions...

— Any free media

' Gratis # free!

— Free means you're “free fo copy,
redistribute,” etc...

— The copyright holder gives you the
permission to do so.

remix me

ccccc iven
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You use it to get files you don't own the rights for

You use it to give to others files they don't own the rights for

You transfer files that are illegal in your country

f
L
f
L
f
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f
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In France, law projects intend to forbid all P2P uses alike



3 - What is presently

done against P2P?




First try: DRMs



First try: DRMs

' Digital Rights Management




First try: DRMs

Digital Rights Management

f
L
f
L

Used massively when online media sales began



First try: DRMs

Digital Rights Management

f
|
~ Used massively when online media sales began
|
|

Purely digital methods: put a kind of watermark on every
file to identify its origin and the legality of its use



First try: DRMs

Digital Rights Management

f
|
~ Used massively when online media sales began
|
|

Purely digital methods: put a kind of watermark on every
file to identify its origin and the legality of its use

~ Complete failure



First try: DRMs

Digital Rights Management

f
|
~ Used massively when online media sales began
|
|

Purely digital methods: put a kind of watermark on every
file to identify its origin and the legality of its use

~ Complete failure

— (Cracked after a few days, updates included



First try: DRMs

Digital Rights Management

f
|
~ Used massively when online media sales began
|
|

Purely digital methods: put a kind of watermark on every
file to identify its origin and the legality of its use

~ Complete failure
— (Cracked after a few days, updates included

— legal users have problems using what they’ve bought!
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Judicial inquiries

Quite illegal itself for the moment!

|
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' To identify someone sharing files, you have to get one’s IP

— Means connecting to the network... And sharing the file!

— It not sharing, simply getting the list of connected IPs is
possible
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Getting someone’s |P on P2P

Blacklists: known crawlers are blocked
IP spoofing: one may use another IP

“notentially any Internet user is af risk
for receiving DMCA takedown nofices

,I, d n
0 uy University of Washington, department of Computer Science and Engineering

WANTED!

~FOR COPYRIGHT INFRINGEMENT-

U.WASHINGTON PRINTER

LAST SEEN DOWNLOADING
INDIANA JONES, IRON MAN
HTTP://DMCA.CS.WASHINGTON.EDU

X X %
* % X %




Getting someone’s |P on P2P

Blacklists: known crawlers are blocked

/"

f

|

' IP spoofing: one may use another IP
f

|

potentially any Internet user is at risk
for receiving DMCA takedown nofices

,I, d n
0 uy University of Washington, department of Computer Science and Engineering

" ThePirateBay’s trackers, OpenTracker...
have begun sending random IPs

— il e
—_— ~
; _%t

@The Pirate y
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“30,000 or so men, women and children aftacked, but never brought
to court”

“the Massachusetts state police force [...] has ordered the company fo
Cease and Desist.”

P2Pnet.net

Tanya Andersen, a disabled Oregon mother, and her 10-year-old daughter, Kylee, have for

the last three years been living a nightmare, thanks to Warner Music, EMI, Vivendi Universal
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Lawyer Who Threatened File-Sharers is

mmmmmm
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— llegal in France

— Simply absurd!
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Judicial attacks

~ Companies ask for money (=$500)

without frial, threatening that judicial
action would cost much higher

— llegal in France

— Simply absurd!

~ Not abandoned easily

Tanya Andersen, a disabled Oregon mother, and her 10-year-old daughter, Kylee, have for
the last three years been living a nightmare, thanks to Warner Music, EMI, Vivendi Universal



“Through this lawsuit, I've been humiliated, embarrassed, shamed,

and my privacy has been greatly violated by the other side. They not

only deposed my 10-year-old daughter, but, deposed my grown step-
kids (who I've long been divorced from the father), friends, efc.

Tanya Andersen, by P2Pnet.net

Tanya Andersen, a disabled Oregon mother, and her 10-year-old daughter, Kylee, have for

the last three years been living a nightmare, thanks to Warner Music, EMI, Vivendi Universal
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Companies complaints

Copying is evil

Getting files illegally is stealing the artists

1 1 1

They are the only ones to edit artists
— less money means less artists to be edited

— only mainstream artists will be published, therefore
destroying cultural diversity
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File sharing: a brief history

—— P2P concept: beginnings of computing

——1 1999: Napster [
M i

—— 2002: eMule -.% -
I M

———1 2002: BifTorrent -

———1 2004: ANts...
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HOME TAPING IS
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Copying is not quite new
(D copies: before the WWW explosion

f
|
'~ 90s: tape copies!

M | OME SEWING 1S
- 70s: photocopies ““mmms“\ﬂ“

' 1455: printing n

' Before: copyist monks

" Humankind evolution is based on copy !
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Who's stealing the arfists?

' Distribution of the €0.99 of a song sold through iTunes:

€0.06 to Apple (iTunes)

€0.03 to banks and telecoms

<0.19 VAT

€0.07 to the SACEM

€0.03 shared between all artists of the band
what's left for the major? €0.61!

(source : http://tofz.org/spip/article.php3?id_article=15, quoting "Challenges™ - 05/01/2006 p.30)
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Who's s’reuling the arfists?

| DistribUtion g soemer - - e ==t -rough iTunes:

€006

03
— €19y
€007

kzﬁc ORD COMPNIES NAPSTER

— £0.03 shured hetween uII artists of the band
— what's left for the mu|or? ‘0 61'
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A new production model

Inspired from the open-source movement

|
|
' Artists share their production freely

— (onsumers can give them money if they want

— This money goes directly to the arfists

- Used by well-known bands: Radiohead, Nine Inch Nails...
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Which one gives most diversity?

' (lassical model: majors edit the artists they want to, and gef
most of the money coming from the consumers

" Emerging model: arfists share their work, and are directly
rewarded by fans

* Wikipedia gives free, shared and massive knowledge, and
was impossible to imagine ten years ago

— (Could we imagine a new culture distribution model?
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Brute force?

1

Digital control is a pain for legal users

1

Digital protections always end up being cracked after a few
weeks

1

New, more secure file sharing software already exist

The same way Napster being brought down accelerated the emergence of eMule, and, later,
the main servers of eMule and Kazaa being brought down made everyone switch to
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New laws?

'~ Methods used to identify people are currently illegal
|
|

Lobbies trying to pass laws to legalize their methods
— In France: DADVSI (2006)
— (Currently examined: HADOPI

— "3 strikes”

" Huge lobbying effori

300000 euros d'amende et 3 ans de prison pour les pirates.
ldem pour toute personne éditant un logiciel destiné a la mise a disposition du public non



=2\ IA

Anti-Piracy Lobby Defeats
European Democracy

[ Ernesto

[ An amendment designed to protect Internet users from

. | the anti-piracy lobby has been rejected by President
Sarkozy of the European Council. The rejection goes
against the will of the European Parliament, where 88%
of the members already voted in favor of the
amendment, which was originally destined to protect
file-sharers from Internet disconnection under the ‘3

strikes’ framework.

" Huge lobbying effort

300000 euros d'amende et 3 ans de prison pour les pirates.
ldem pour toute personne éditant un logiciel destiné a la mise a disposition du public non
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' (lossical distribution system is obsolete

— Want the piracy to stop? Make credible offers!
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Artists have to be rewarded for their work

f
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Classical distribution system is obsolete

— Want the piracy to stop? Make credible offers!

'~ Magistrates are ignorant on this subjec



Sources Get implied!

— torrentfreak.com
(TRt - www.svmlemag.fr/
—— thepiratebay.org

petition_riposte _graduee

——1 blog.brokep.com

—— www.ecrans.fr

— canardpc.com

——1 joimelesartistes.fr

1 jaimelesarfistes.nfo - users.polytech.unice.fr/
— (0-va-Couper.org :qhibuudo / P72P

——1 Wikipedia

—— hitp://heliot.fr/fichiers/itms.pdf { SteﬂhhiSﬂlm.COm

——1 www.telegraph.co.uk
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